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event logs may be forwarded to 
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are forwarded over TLS 1.2. 
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IDP system. SAML assertion data 
is encrypted with  FIPS 140 
validated crypto modules.

SAML 2.0  SSO 
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Customer Interfacing   
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 Customer-Specific URLs: 
 HTTPS://example.saas

There is no difference between 
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For customers, ticket requests are 
initiated through an API connection 
for application support requests. 
CSP personnel use ticketing system 
for bug tracking and remediation of 
identified system issues. 

External Services are 
FedRAMP authorized at or 
above the impact level of 
this system's authorization. 
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Because CDN Service is not 
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strictly used for hosting static 
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storage. 
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The alerting service forces TLS encryption 
by default for all email alerts. Recipient 
domains that do not allow for transmission 
of TLS emails will receive unencrypted 
alerts. 

Customer email alerts are limited to 
categorical information. Details of the alert 
require customer authentication. 

Alerting service can also provide text-based 
out of band / temporary passwords for 
platform-based authentication. 

CDN 
Service

Remote Access for both vectors are 
MFA-enabled (TOTP via platform's native 
MFA service), and leverage FIPS validated 
crypto modules for session protection. 

Information System endpoints share the same 
authentication domain as the bastion server, 
therefore only one layer of MFA is in place. 

CDN 
Service

PHM module is limited to 
Meta-Data. No customer 
data is directly monitored 
through this service. 
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The alerting service forces TLS encryption 
by default for all email alerts. Recipient 
domains that do not allow for transmission 
of TLS emails will receive unencrypted 
alerts. 

Customer email alerts are limited to 
categorical information. Details of the alerts 
require customer authentication. 

Alerting service can also provide text-based 
out of band / temporary passwords for 
platform-based authentication. 

Security Components 
are segmented from 
itnernal information 

system components. 
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